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TITLE 

Methods and Systems for Providing an Identification Key to a Printing Device 
BACKGROUND 

[0001] With a personal computer and an appropriate software package, a user can 
produce virtually any type of document that may be desired. For example, word processing 
software is used to produce text documents. Graphic design or computer-aided design 
software can be used to produce diagrams, charts, graphs, designs, etc. Frequently, it is 
desirable to generate a hardcopy of a document or data set that is produced or stored on a 
personal computer. Consequently, a wide variety of printing devices have been developed 
that can receive a print job from a host computer and produce a hardcopy of the docimient or 
data represented by that print job. 

[0002] As used herein and in the appended claims, "printing device" means any 
device that produces a hardcopy from electronic data, including, but not limited to, laser 
printers, Inkjet printers, dot matrix printers, plotters, facsimile machines, digital copiers, 
photocopiers, multi-fiinction peripherals, and the like. A printing device may produce images 
on a variety of print media that are in color or are monochromatic. 

[0003] In order to produce hardcopy documents, a printing device uses suppUes or 
materials that are "consvimed" as documents are printed. Such consumables include, for 
example, toner and print media. As used herein and in the appended claims, "toner" shall be 
broadly defined to include any material that is selectively distributed by a printing device on 
a print medium to form an image. Thus, "toner" includes, but is not limited to, ink, toner, 
colorant, printing fluid, etc. "Print media" or a "print medium" shall be broadly defined as 
any medium on which a printing device prints an image. For example, types of "print media" 
include, but are not limited to, paper, cardboard, card stock, transparencies, vinyl, etc. 

[0004] As used herein and the appended claims, the term "consumable" shall be 
defined to mean any material consumed by a printing device to produce hardcopy documents. 
For example, a consumable may be toner and the disposable cartridge or container that 
contains the toner in the printing device. A consumable may also be a stack or supply of 
print media. In addition to toner and print media, a "consumable" may be any part or portion 
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of a printing device that is periodically replaced to allow the printing device to continue 
producing printed hardcopy documents. 

[0005] Clearly, some effort is required to monitor a printing device and replace or 
re-supply a consumable as needed. Frequently, a printing device user will outsource this 
monitoring and replacement of consumables to a supplier or reseller. In some cases, the 
printing device may be rented to a user. In other cases, the printing device may be owned by 
its user, but serviced under a service contract that includes the resupply of consumables as 
needed. Suppliers and resellers of printing device consumables commonly offer Cost-Per- 
Page (CPP) lease contracts. Under such a lease contract, the leasor of the printing device, 
rather than the user or lessee of the printing device, is responsible for maintaining the printing 
device, including service, parts, toner, etc., for the length of the contract. Suppliers, resellers, 
vendors, service providers and similar businesses and personnel who rent or service a printing 
device for a user will be referred to collectively herein as "contractors." 

SUMMARY 

[0006] One method embodiment of providing an identification key to a printing 
device or printing device consumable includes storing the identification key in a memory 
module affixed to a printing device consumable. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] The accompanying drawings illustrate various embodiments of the present 
invention and are a part of the specification. The illustrated embodiments are merely 
examples of the present invention and do not limit the scope of the invention. 

[0008] Fig. 1 is a block diagram illustrating identification elements stored on a 
memory module according to one embodiment. 

[0009] Fig. 2 is a block diagram illustrating a printing device consumable with an 
affixed memory module according to one embodiment. 

[0010] Fig. 3 is a block diagram of the consumable and memory module of Fig. 2 
in use by a printing device according to one embodiment. 

[001 1] Fig. 4 is a flowchart illustrating a method of providing an identification 
key for a printing device according to one embodiment. 
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[0012] Fig. 5 is a block diagram illustrating a system for customizing 
identification elements on memory modules according to one embodiment. 

[00131 Fig. 6 is a flowchart illustrating a method of generating a customized 
identification key according to one embodiment. 

[0014] Throughout the drawings, identical reference numbers designate similar, 
but not necessarily identical, elements. 

DETAILED DESCRIPTION 

[0015] This specification describes a method and device for identifying a printing 
device consumable to a printing device to determine compatibility or for identifying a 
printing device to a printing device consumable as a member of a defined group of printing 
devices. These identifications are made based on electronic identification keys. 

[0016] In one embodiment, the described method includes storing one or more 
electronic identification keys on a memory module attached to a printing device consumable 
and uploading the identification keys or an identification interface to the printing device for 
storage in memory and/or for verification of the compatibility of the consumable when the 
consumable is loaded into the printing device. With this method, the compatibility of a 
consumable and a printing device can be automatically determined. 

[0017] Alternatively, the method may include storing an electronic identification 
key in the memory unit of a printing device and transmitting that key to m installed printing 
device consumable to identify the printing device to the consumable. The consumable may 
be configured to function only in a particular group of printing devices, specifically and 
exclusively, those printing devices that have an authorized identification key. 

[0018] As used herein an in the appended claims, "verification" or "verifying" an 
identification key refers to the process of determining whether an identification key identifies 
a compatible consumable or an authorized printing device. Verification may be performed on 
or by a printing device to determine the compatibility of an installed consumable. 
Alternatively, verification may be performed on or by a consumable to determine if the 
printing device in which the consumable has been installed is an authorized printing device, 
e.g., part of a contract group that the consumable is intended to service. 
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[0019] As will be described below, the identification keys can be arbitrary or can 
include any type of identification information. For example, an identification key may be or 
include as a serial number, model number, name, date or any other identifier, 

[0020] An embodiment in which an identification key is used to identify a 
consumable to a printing device to determine compatibility will now be described in 
connection with Figs. 1 and 2. As shown in Fig. 1, an identification key (103) and an 
identification interface (104) may be stored on a memory module (1 10). Together, the 
identification key (103), the identification interface (104) and any similar elements on the 
memory module (110) are referred to as the identification elements (102). 

[0021] The memory module (1 1 0) is a non- volatile memory device, for example. 
Flash memory or battery-backed Random Access Memory (RAM), and includes a module 
interface (106) through which the data stored on the module (110), including the 
identification elements (102), can be accessed. The module interface (106) can be a wired or 
wireless interface. As will be described below, the module interface (106) interfaces the 
memory module (1 10) with a printing device so that the printing device can upload or use the 
identification key (103), the identification interface (104), and any other data items on the 
memory module (110). 

[0022] In general, the identification key (103) may be any identifier for 
identifying the consumable to which the memory module (1 10) will be attached. The 
identification key (103) may be or include a cartridge serial number, a printing device serial 
number, a model number of a consumable or printing device, or a hst of serial numbers, 
model numbers, or other identifiers, including an identifier derived firom any of these other 
identifiers. Any combination of names, numbers, device identification tags, keys, or other 
means of identification may be stored on the memory module (1 10). 

[0023] The identification key (103) may be uploaded and stored on a host printing 
device. Alternatively, the host printing device can access and use the identification key (103) 
while the key (103) remains stored on the memory module (110). The identification interface 
(104) is a set of computer-readable instructions that can be uploaded and executed by a host 
printing device to access the identification key (103) that remains on the memory module 
(110). The identification interface (104) may be written according to customer specifications 
and may be programmed in a variety of computer languages, e.g., Java, C++, COM, etc. 
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[0024] As shown in Figs. 1 and 2, the memory module (110) may also store an 
electronic locking mechanism (107). An electronic locking mechanism (107) may be 
computer-readable data stored on the memory module (110) that determines whether the 
printing device consumable may be used. For example, the electronic locking mechanism 
(107) may comprise a state machine, software code, or any other electronic means of 
rendering the printing device consumable (120, Fig. 2) unusable until the consumable has 
been unlocked. The electronic locking mechanism (107) is, by default, in a locked state. 
Consequently, the associated printing device consumable (120) is therefore vmusable in any 
printing device unless or until the electronic locking mechanism (107) is unlocked. When the 
electronic locking mechanism (107) receives a signal to unlock, the electronic locking 
mechanism (107) is unlocked and the consumable may be used by a printing device. 

[0025] Additionally or alternatively, an electronic locking mechanism (135, Fig, 
3) similar in function to the aforementioned electronic locking mechanism (107), may be 
integrated with a printing device (130, Fig, 3) and, in some cases, stored in printing device 
memory (132, Fig. 3). The electronic locking mechanism (135) on the printing device 
likewise determines whether the printing device consumable may be used. The mechanism 
(135) is, by default, also in a locked state, and the associated printing device consumable is 
therefore unusable unless or until the electronic locking mechanism (135) is unlocked. When 
the electronic locking mechanism (135) receives a signal to imlock from the printing device 
controller (133, Fig. 3), the mechanism (135) is unlocked and the consumable may be used by 
the printing device. 

[0026] A processor (105) may be integrated with the memory module (1 10) for 
the processing of data inputs and outputs and for executing and/or controlling the electronic 
locking mechanism (107). The processor (105) may include a microprocessor, 
microcontroller, central processing unit (CPU), memory, cache, input and output interfaces, 
etc. The processor (105) may receive a request to unlock the electronic locking mechanism 
(107), As will be explained below, the processor (105) can interpret the request to unlock the 
electronic locking mechanism (107) and either unlock the electronic locking mechanism 
(107) or leave the locking mechanism (107) in its locked state. 

[0027] As shown in Fig. 2, the memory module (1 10) is attached to a printing 
device consumable (120) that will be provided to, or placed in, a printing device. As 
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indicated above, a "consumable" is any material, including toner or print media, consumed by 
a printing device to produce hardcopy documents. In addition to toner and print media, a 
"consumable" may be any part or portion of a printing device that is periodically replaced to 
allow the printing device to continue producing printed hardcopy documents. The memory 
module (110) may, for example, be attached to the disposable cartridge or container that 
holds the toner in the printing device. The memory module (110) may also be attached to the 
stack or supply of print media or to some other consumable part of the printing device, such 
as a replaceable imaging drum. 

[0028] A mechanical locking mechanism (112) may also be attached to the 
printing device consumable (120). Such a mechanical locking mechanism (1 12) would 
prevent a consumable from functioning in a printing device until it is unlocked. The 
mechanical locking mechanism (1 12) may comprise a lever, latch, button, clutch, trigger, or 
other physical or mechanical means of rendering the consumable unusable. The locking 
mechanism (112) may be communicatively coupled with the processor (105) on the memory 
module (110). As will be described below, the processor (105) may send a control signal to 
the mechanical locking mechanism (1 12) to lock or unlock it. In its default state, the 
mechanical locking mechanism (1 12) is locked and the printing device consimiable (120) is 
thus unusable by a printing device unless or until the locking mechanism (1 12) is unlocked. 
In some embodiments, the mechanical locking mechanism (112), after receiving a signal to 
unlock from the processor (105), may be unlocked mechanically, electrically, or both. 

[0029] The module interface (106) provides communication between the memory 
module (1 10) and a printing device so that the printing device can upload or use the 
identification key (103), the identification information interface (104), and any other data 
items on the memory module (110). The printing device may upload the identification key 
(103) and other data items on the memory module (1 10) to a memory unit in the printing 
device or, alternatively, the printing device may load and execute the identification 
information interface (104) and use the other data items, e.g., the identification key (103), 
directly from the memory module (110). 

[0030] As indicated, the module interface (106) may be a wired or wireless 
interface for transferring data between the memory module (110) and a printing device. For 
example, the module interface (106) may comprise input/output lines or pins for allowing 
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wired transmission and reception of data between the memory module (110) and a host 
printing device. Alternatively, the module interface (106) may also include an infrared 
transceiver to send and receive data wirelessly with an infrared signal. In still another 
example, the module interface (106) may include an antenna coil to send and receive data 
wirelessly using, for example, a radio frequency (RF) signal. For example, a Radio 
Frequency Identification (RFID) method and protocol may be used to transmit data between a 
memory module (1 10) and a printing device. Using a wireless method, as described herein, is 
advantageous because no physical contact between the memory module (110) and printing 
device is required. 

[0031] Fig. 3 is a block diagram illustrating a consumable (120) that has been 
installed in, or supplied to, a printing device (130). The consumable (120) bears a memory 
module (110) storing identification elements (102) for use by the printing device (130) as 
described above. 

[0032] As shown in Fig. 3, the printing device (130) includes a printing device 
interface (131) that interfaces with the module interface (106) on the memory module (110). 
The printing device interface (131) will correspond to the module interface (106) to allow 
communication between the memory module (110) and the printing device (130). 
Consequently, the printing device interface (131) may be a receptacle for receiving the pins 
or wired traces of a wired module interface (106). Alternatively, the printing device interface 
(131) may be a wireless transceiver for communicating with a wireless transceiver of the 
module interface (106). In one embodiment, the memory module (1 10) may comprise an 
RFID memory tag as part of the module interface (106), and the printing device interface 
(131) may comprise an RFID interrogator. Alternatively, the module interface (106) and 
printing device interface (131) may, for example, be an infrared interface. The printing 
device interface (131) and the module interface (106) will be referred to collectively as the 
interface (106, 131). 

[0033] The printing device (131) can upload the identification elements (102) and 
any other data items on the memory module (1 10) through the interface (106, 131). The 
identification elements (102) and any other uploaded data items may be stored in the memory 
unit (132) of the printing device (130). This printing device memory (132) may comprise 
both volatile and non- volatile memory, both writable and read-only memory. If the 
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identification elements (102) are uploaded to the memory unit (132), those identification 
elements (102) may be stored in non- volatile memory so as to be available each time the 
printing device (130) is powered up. 

[0034] Alternatively, the interface (106, 131) can allow the printing device (130) 
to use the identification elements (102) and other data items directly fi-om the memory 
module (110) without uploading or storing all the identification elements (102) in the printing 
device memory unit (132). This is done by uploading the identification interface (104, Fig. 1) 
from the memory module (110) and using the identification interface (104, Fig. 1) to access 
the identification key (103, Fig. 1) and/or other identification elements (102) from the 
memory module (110). In such an embodiment, the identification interface (104) may be 
uploaded to volatile or non- volatile memory in the printing device memory unit (132). If the 
identification interface (104) is kept only in volatile memory, the identification interface 
(104) may be uploaded each time the printing device (130) is powered up. This will reduce 
the demands on non- volatile memory. 

[0035] A mechanical locking mechanism (136) may also be incorporated in the 
printing device (130). Such a mechanical locking mechanism (136) would prevent the 
printing device (130) fi-om accepting and using an installed consumable (120), or otherwise 
prevent the printing device (130) from functioning, until the locking mechanism (136) is 
unlocked. The mechanical locking mechanism (136) may comprise a lever, latch, button, 
trigger, or other physical or mechanical means of rendering the printing device (130) 
xmusable. The locking mechanism (136) may be communicatively coupled with the printing 
device controller (133). As will be described below, the controller (133) may send a control 
signal to the mechanical locking mechanism (136) to lock or unlock it. In its default state, 
the mechanical locking mechanism (136) is locked and the printing device (130) is thus 
unusable unless or until the locking mechanism (136) is unlocked. In some embodiments, the 
mechanical locking mechanism (136), after receiving a signal to unlock from the controller 
(133), may be unlocked mechanically, electrically, or both. 

[0036] A printing device controller or processor (133) controls the operation of 
the printing device (130) according to firmware stored in the printing device memory (132). 
The printing device controller (133) will determine what portions of the identification 
elements (102) to upload for storage in the memory unit (132). For example, the controller 
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(133) will determine whether to upload the identification key (103, Fig. 1) for storage in the 
printing device memory unit (132). Alternatively, the controller (133) may upload only the 
identification interface (104, Fig. 1), which will allow the controller (133) to access and use 
the identification key (103, Fig. 1) that remains stored on the memory module (110, Fig. 1). 
In some embodiments, the identification elements (102, Fig. 1) may be loaded into non- 
volatile memory at the time the printing device (1 30) is powered on. Alternatively, the 
identification elements (102, Fig. 1) may be loaded into volatile memory when key 
verification takes place. The controller (133) may also selectively unlock the electronic 
locking mechanism (135) and/or the mechanical locking mechanism (136) of the printing 
device (130). In some examples, the controller (133) can compare the identification key 
(103, Fig. 1) received with a list of authorized identification keys stored in the printing device 
memory (132). The controller (133) may then unlock either or both of the locking 
mechanisms (135, 136) or leave the locking mechanisms (135, 136) in their locked state 
depending on the compatibility of the consumable (120). 

[0037] Key verification is a process in which the controller (133) will identify the 
consumable (120) using the identification key (103, Fig. 1) stored on the memory module 
(1 10) of the consumable (120). A list of the types of consumables compatible with the 
printing device (130) and/or identification keys for such consumables is stored in the memory 
(132) of the printing device. The controller (133) compares the identification key (103, Fig. 
1) for the present consumable (120) with this list to determine if the installed consimiable 
(120) is compatible with the printing device (130). This verification may be performed 
periodically or in response to particular events, such as at the time the consumable is inserted 
or installed, when the printing device is powered on, after printing each print job, after a 
certain number of pages have been printed, etc. 

[0038] As indicated, if the identification key (103, Fig. 1) is uploaded and stored 
in the memory xmit (132), the controller (133) can then use that identification key (103, Fig. 
1) to verify that the consimiable is compatible with that printing device. Alternatively, the 
controller (133) may upload the identification interface (104, Fig. 1) to the printing device 
memory unit (132). The controller (133) will then use the identification interface (104, Fig. 
1) to access and use the identification key (103, Fig. 1) that remains stored on the memory 
module (110, Fig. 1) to verify the compatibility of the consumable with the printing device. 
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Once the compatibility of the consumable (120) has been verified, the controller (133) will 
unlock the electronic locking mechanism (135) and/or the mechanical locking mechanism 
(136) of the printing device (130). The controller (133) may then relock one or both of the 
locking mechanisms (135 and 136) prior to the next verification of the consumable's 
compatibility, such as when the consumable (120) is removed, the printing device (130) is 
powered dovm, a print job is completed, etc. 

[0039] Once the identification elements (102) are available to the printing device 
(130), either stored in the printing device memory (132) or available directly fi-om an 
interfaced memory module (1 10), the identification elements (102) can be used to verify that 
the consumable is compatible with that printing device. The controller (133) may be 
progranuned to automatically access the identification elements (102) and check the 
identification key (103, Fig, 1) to verify whether the consumable is compatible with a 
particular printing device. 

[0040] Additionally or alternatively, the printing device (130) may have its own 
identification key (134) stored in the printing device memory (132). This key (134) can be 
used identify the printing device (130) to the consumable (120). 

[0041] For example, if a contractor is providing consumables for use in a printing 
device or a group of printing devices under contract, the contractor will want that consumable 
to only be used in an authorized printing device, i.e., a printing device under contract. 
Consequently, the processor (105) of the memory module (1 10) may be programmed to query 
the printing device (130) for its identification key (134). This key (134) can then be 
compared by the processor (105) to a list of keys identifying authorized printing devices. If 
the printing device's key (134) indicates an authorized printing device, e.g., a printing device 
under contract, the processor (105) will release the electronic locking mechanism (107) 
and/or the mechanical locking mechanism (1 12) to allow the consumable (130) to be used by 
the host printing device. If the printing device does not provide an authorized identification 
key, the consumable (120) will remain locked and unusable. 

[0042] Fig, 4 is a flowchart illustrating a method of providing an identification 
key to a printing device to identify a consumable to the printing device or providing an 
identification key fi-om a printing device to a consumable to identify the printing device to the 
consumable as an authorized printing device. As shown in Fig, 4, identification elements, 
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and in some examples, an electronic locking mechanism, are loaded on a memory module 
(step 200). The memory module may be any memory device capable of storing computer- 
readable data and instructions including, but not limited to. Flash memory, battery-backed 
RAM, etc. The memory module is then attached or affixed to a consumable that will be used 
in or by a printing device (step 201). For example, the memory module may be attached to a 
toner cartridge. 

[0043] After a printing device consumable, e.g., a toner cartridge, print media 
stack, etc., with the attached memory module has been installed in a printing device (step 
202) an identification key verification may be performed (step 203). This verification may 
include the printing device verifying the compatibility of the consumable or may include the 
consumable verifying that the printing device is authorized to receive the consumable, such 
as under a service contract. If the printing device is verifying the compatibility of the 
consumable, the printing device controller may request or retrieve an identification key fi-om 
the printing device consumable. If the consumable is verifying the authorization of the 
printing device, a processor on the consiimable may request an identification key firom the 
printing device. Both of these possibilities will be described in further detail below. 

[0044] In some embodiments, the printing device (130, Fig. 3) accesses or 
requests the identification key (103, Fig. 1) on the memory module (1 10, Fig. 1) of the 
consumable (120, Fig. 2) to determine if the stored identification key on the consumable 
identifies a consumable that is compatible with that particular printing device. For example, 
if a serial number was used as the identifier in the key, the printing device would check the 
serial number against a list of valid serial numbers in the printing device memory (132, Fig. 
3). If the serial nxmiber provided by the printing device consumable matched one of the serial 
numbers on the list of valid serial numbers, the printing device would accept and function 
with the printing device consumable. If the identification of the consumable does not 
indicate a compatible consumable (step 204), an appropriate action will be taken as described 
below (step 205). 

[0045] Alternatively, if the consumable has a processor (105, Figs. 1 & 2) in 
connection with its affixed memory module, the consumable processor may access or request 
an identification key from the printing device. The consumable processor (105) then 
determines based on this identification key if the printing device is authorized to receive and 
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use the consumable, for example, the printing device is a member of a contract service group 
for which the consumable was specifically provided. As above, if this identification 
verification fails, the consumable may refuse to function with the printing device by, for 
example, refusing to unlock any electronic or mechanical locking mechanisms (107, 1 12; Fig. 
2). 

[0046] There are a number of scenarios where the identification key verification 
(step 203) may take place. In one embodiment, the verification (step 203) may occur each 
time the printing device is powered up. In another embodiment, the identification key 
verification (step 203) may occur each time a new consumable is inserted or installed in the 
printing device. In another embodiment, the identification key verification (step 203) may 
occur periodically, according to a set time or production interval. For example, this interval 
may be after printing a print job, after printing a certain number of pages, after a certain set of 
functions have been executed, etc, 

[0047] The identification key verification (step 203) may involve the printing 
device accessing the identification key firom the consumable. The identification key received 
from the consumable may be compared with the printing device's identification key (134, 
Fig. 3) or list of valid identification keys. If the identification key of the consumable (103, 
Fig. 1) matches the printing device identification key (134, Fig. 3), or one of the keys from 
the list of valid identification keys, the consumable may be considered verified and allowed 
to function with the printing device (determination 204). Alternatively, if the memory 
module (1 10, Fig. 1) includes a processor (105, Fig. 1), key verification may be performed on 
the memory module (1 10, Fig. 1). In such a case, the memory module (110) would receive 
an identification key from the printing device and compare that key with the identification 
key (103, Fig. 1) on the memory module (110, Fig. 1) to determine compatibility. The 
processor on the memory module may also be checking the identification key fi:'om the 
printing device to determine if the printing device is a member of a contract group and 
authorized to use the consumable. 

[0048] If there is an incompatibility or lack of authorization discovered, one or 
more identification keys are invalid (determination 204) for example, an invalid identification 
action is carried out (step 205). An invalid identification action (step 205) may include a 
notice appearing on a computer monitor or a display device of a user interface on the printing 
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device indicating that the consumable is incompatible with the printing device or that the 
printing device is not authorized to use the consumable. Additionally, information on how to 
fix the compatibility problem, if possible, may be displayed along with the indication of 
incompatibility. 

[0049] The printing device may also be progranmied to refuse to accept or 
execute print jobs if an incompatible consumable is loaded (step 205). Additionally or 
alternatively, the consumable may refuse to release any locks, electronic or mechanical, 
preventing use of the consumable if an incompatibility or lack of authorization is detected 
(step 205). 

[0050] A printing device that has been programmed to perform an identification 
key verification (step 203) may be programmed to permit the use of a consumable that does 
not bear an identification key. Altematively, a printing device that has been programmed to 
perform an identification key verification (step 203) may be programmed to prohibit the use 
of any consumable that does not bear an identification key. This would be advantageous in a 
situation where the customer wanted to carefully monitor and control their printing process, 
e.g. how many pages were printed with a particular consumable, etc. 

[0051] If the identification elements are valid and complete (determination 204), 
the printing device will accept the printing device consumable (step 206) or vice versa. 
In step 207, the printing device (130, Fig. 3) unlocks either the electronic locking mechanism 
(112, Fig. 2) stored on the printing device memory (132, Fig. 3) or the mechanical locking 
mechanism (136, Fig. 3) on the printing device (130), or both. There are a number of 
different scenarios in which a printing device or printing device consumable may unlock a 
mechanical or electronic locking mechanism. After the printing device consumable (120, Fig. 
3) is accepted (step 206), the printing device controller (133, Fig. 3) may send a request from 
the printing device (130) to unlock the electronic locking mechanism (135) and/or the 
mechanical locking mechanism (136). If determination (204) was in the affirmative, the 
electronic locking mechanism (135) stored in the printing device memory (132) and/or the 
mechanical locking mechanism (136) on the printing device (130) is/are unlocked (step 207). 
Both the mechanical and the electronic locking mechanisms (135, 136) will remain unlocked 
unless or until the printing device is powered off, a new or different consumable is inserted or 
installed, the set interval has been reached, etc. 
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[0052] In step 208, the printing device consumable (120, Fig. 3) unlocks the 
mechanical locking mechanism (112, Fig. 2) and/or the electronic locking mechanism (107, 
Fig. 2) on the consumable (120). After being accepted and allowed to function with the 
printing device (step 206), the processor (105, Fig. 2) on the consumable may receive a 
request from the printing device (130) to unlock the mechanical and/or electronic locking 
mechanisms (1 12, 107). If determination 204 was in the affirmative, the mechanical locking 
mechanism (1 12) and/or the electronic locking mechanism (107) on the consumable (120) 
is/are unlocked (step 208). Both the mechaivical and the electronic locking mechanisms 
(1 12, 107) will remain unlocked unless or until the printing device is powered off, a new or 
different consumable is inserted or installed, the set interval has been reached, etc. 

[0053] Fig. 5 is a block diagram illustrating a system in which the information on 
the memory module of a consumable can be customized for particular purchasers. Fig. 5 
relates generally to the scenario in which consumables are supplied to a printing device or 
group of printing devices by a contractor under a service contract. The contractor may want 
to assure that only those printing devices under the service contract receive the supplied 
consumables. Consequently, the owner of the printing devices can identify which printing 
devices are being serviced under the contract, and the contractor can program the provided 
consumables to require that a printing device properly identify itself as being part of the 
group serviced under the contract before the consumable releases any locks or allows itself to 
be used by that printing device. 

[0054] As shown in Fig. 5, the system (501) may include components at up to 
three different locations: a customer location (506), a contractor sales facility (511) and a 
memory module manufacturing facility (531). The following are possible scenarios for a 
customer who wishes to define a printing device group under a service contract. 

[0055] For example, a purchaser may visit a sales facility (511). The sales 
facility (511) may include a customer terminal (510) into which a purchaser can enter the 
information to define a printing device group. For example, the purchaser, using the 
customer terminal (510), can enter the quantity and/or type of printing devices and the 
printing device serial numbers, IP addresses or other identifiers that distinguish the printing 
devices they wish to have serviced, i.e. to receive and accept consumables from that provider. 
Alternatively, the purchaser could telephone, fax, email or otherwise transmit the information 
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to the sales facility (511), whereupon sales facility personnel would enter the information into 
the terminal (510). 

[0056] The information is then stored for use by the contractor in the customized 
information storage unit (513), As will be described below, the contractor may use the 
purchaser input to create identification keys to be used by consumables to identify printing 
devices under the service contract. The information is then sent to a communication unit 
(512). The communication unit (512) transfers the information for customizing the memory 
module to a memory module manufacturing facility (531). The communication xmit (512) 
may communicate with the manufacturing facility (531) through a network (521). The 
network (521) may be a private or public network, and may include the Internet. The sales 
facility (511) and the manufacturing facility (53 1) may be at the same location or may be in 
different cities or even on different continents. 

[00571 The information for customizing the memory module is stored in a data 
storage unit (532) imtil it is time to prepare the customized memory module. The information 
is then read into the system that forms the customized memory module, for example, a 
memory bum-in device (533). The bum-in device (533) then creates the customized memory 
module (541) desired by the contractor by loading the desired data onto the memory module 
(541). The customized memory module (541) is then affixed to the ordered consumable and 
shipped to the purchaser. 

[0058] In a different scenario, the purchaser need not visit the sales facility (511) 
to place an order for consumables under a particular service contract. Rather, the purchaser 
can use a computer (508) at the customer's location (506). For example, the purchaser, using 
the computer (508) can contact the communication unit (512) electronically. In one 
embodiment, the communication unit (512) includes a web server that the purchaser accesses 
through the Internet (502). The purchaser then inputs the information for defining and 
identifying the printing devices in a group under a service contract. This information is then 
transmitted to the commimication unit (512), which may treat the information in the same 
manner as if entered through the customer terminal (510) at the sales faciHty (511). The 
information is then loaded to a customized memory module (541) as described above. 

[0059] Fig. 6 is a flowchart illustrating a method of generating an identification 
key or list of keys for a printing device or printing device consumable. As described in Fig. 
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5, the user may specify which devices are to be placed under contract, thus defining a printing 
device contract group (step 600). The group information is then transferred to the contractor 
provider (step 601). As described above in Fig. 5, user input can be transferred to the sales 
facility (511, Fig. 5) from the customer location (506, Fig. 5) or from the customer terminal 
(510, Fig. 5). 

[0060] Once the contractor knows which printing devices are to be placed under 
contract and are, therefore, members of a particular printing device contract group, the 
contractor may use that information to create a customized key or list of keys. The 
information stored in the information storage unit (513, Fig. 5) may be used to create a 
customized key or list of keys particular to a group of printing devices. The contractor may 
select any identifier, for example, a serial number, model number, name, date, IP address, 
etc., or any combination or derivative of such identifiers to create the identification key (step 
602). The contractor may also specify a list of keys for a group such that each key on the list 
is valid for that particular group. 

[0061] The contractor may also specify identification key verification (step 203, 
Fig. 4) intervals (step 603). For example, the verification may occur after printing a print job, 
after a certain number of pages have been printed, after a particular fimction has been 
performed, etc. This information may also be stored in the information storage unit (513, 
Fig, 5). 

[0062] In some embodiments, the printing devices to be placed under contract 
may be programmed with a protection mechanism (step 604) such that when enabled, the 
user or customer cannot change the customized key, list of keys, identification key 
verification interval or any other information the contractor wishes to protect. This protection 
mechanism may include an authentication system requiring an administrator name and 
password or other authentication means. 

[0063] The printing device firmware may then be programmed (step 605) with 
some or all of the following: a customized key or list of keys for a particular group (step 
602), a specified identification key verification interval (step 603), a protection mechanism 
such as an authentication system (step 604), or any other information the contractor desires. 
All or part of this information may then be transferred to the memory module manufacturing 
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facility (step 606) whereupon the customized memory modules will be produced (step 607) 
as described in Figure 5. 

[0064] As will be appreciated by those skilled in the art, the methods described 
above and similar methods can be implemented in part by providing appropriate 
programming to the printing device controller of a printing device or to a processor affixed to 
a printing device consumable so as to program those devices to perform as described above. 
Such progranmiing may also be referred to a machine-readable instructions and may be 
stored on any medium capable of storing such instructions, for example, a floppy disk, 
compact disc (CD), semiconductor memory, etc. When implemented, the instructions are 
then stored m memory on the printing device or on the printing device consumable as needed. 

[0065] The preceding description has been presented only to illustrate and 
describe embodiments of invention. It is not intended to be exhaustive or to limit the 
invention to any precise form disclosed. Many modifications and variations are possible in 
light of the above teaching. It is intended that the scope of the invention be defined by the 
following claims. 
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